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» Providing Secure Systems for Survey Data
Collection, Transmission, and Reporting

by Scott Armstrong, Deanna Hudella, and Carrie Christianson DeMay

any organizations are combining

the internet with other, more tradi-
tional, modes of data collection and report
distribution.  ere are clearly significant
advantages to this approach. Data can be
immediately available for analysis and
reporting and data collection timeframes
may be reduced by removing physical
handling and shipping delays. Response
rate information can be reported and
acted upon in real-time. Comments are
entered in an immediately reportable
format rather than requiring additional
processing. Finally, because the entire
process is completed within system
control, it CAN be more secure.

At the highest level, web system security
involves the elements of logical security
(user identification and management), data
transmission, and physical system design.

is article will examine each of these ele-
ments in more detail along with some
related threats and solutions.

Security Risks

e security risks inherent in web survey
systems are primarily related to the protec-
tion of data that is sensitive either by
the nature of the data itself or due to its
being associated with a specific individual.
Employee opinion and 360 assessment
data are examples that may be perfectly
innocuous when aggregated but may be
very sensitive when tied to the individual
giving the feedback or if inappropriately
accessed by an employee.

Other security risks may be malicious in
nature including virus distribution, SQL
code injection, or HTML cross site script-
ing. It is possible for these types of
“attacks” to corrupt data in the underly-
ing system database or allow the extrac-
tion of data by unauthorized individuals.
User identification and management are
central to providing the appropriate level
of security and ensuring that data is not
available to unauthorized users.

Logical System Security

One of the primary data security require-
ments of any system is to be able to identi-
fy users and manage their activities and
access. Several identification methods may
be appropriate for di erent aspects of a
survey and reporting system. e tech-
niques used to maintain security for each
of these methods varies slightly.

Single purpose user identifiers similar to a
PIN (Personal Identification Number) are
often used for the completion of a survey.
A random series of characters is generated
and associated with a respondent in the
distribution database which is generally
not part of the web system. e term
“ticket” is sometimes used for this type

of identifier to di erentiate from a PIN,
which is generally thought of as containing
exclusively numeric characters. is type
of identifier is especially appropriate when
the purpose of the ID is simply to limit
each respondent to a single survey submis-
sion. In order to use this type of ID

Usability continued on page 2







LINKAGE RESEARCH

> Pulse Slll'VCyS by Anna Chandonnet, M.A. & Kris Fenlason, Ph.D.

What to ask, how often, and to whom

I n Issue 6 of InSights we introduced
employee observations about orga-
nizational issues as an integral part
of an organization’s improvement
tools (e.g., balanced scorecards, Six
Sigma, and linkage research). In
today’s rapidly changing organiza-
tional environment it can be neces-
sary to gather employee observations
at a quicker pace. Pulse surveys are
one solution organizations are turn-
ing to in order to meet this informa-
tion need.

Pulse surveys are progressively
becoming more popular as additions
or replacements to traditional survey
methods of gathering employee opin-
ions (i.e., a comprehensive survey
administered to all employees every
1-2 years). Pulse surveys can di er
from traditional surveys in four
areas: purpose, content, frequency,
and administration. In the previous
article, the concept of pulse surveys
was introduced and the main reasons
that organizations choose to use
them were discussed (e.g., reduce
peak demands of survey administra-
tion, evaluate specific programs or

interventions). s article continues
on with describing the content, fre-
quency and administration of pulse
surveys.

Content

Pulse survey content depends on the
purpose of the survey. If the purpose
is to reduce peak demands of survey
administration, then survey content
might remain the same (e.g., might
still be 50 or so items if the survey is
simply administered to a 25% ran-
dom sample of employees each quar-
ter). If the purpose is to evaluate spe-
cific programs, then the survey might
contain only a few questions focused
on the program of interest. e num-
ber of items is also dependent on the
survey purpose. Shorter surveys are
especially important if a large num-
ber of employees are involved in a
pulse survey on a regular basis (i.e.,
to reduce over-surveying and avoid
decreased response rates).

Frequency
e frequency of administration of
any survey is also dependent on how

Table 1: Administration Pros and Cons

Census

. = Provides a communication
. vehicle to all employees taking
the survey

. w Can use the information as a
ch ange-management tool

PROS

m Qffers each employee the chance to
. speak their mind

. m |nvolves more organizational
. resources af peak times

o
Z = Participation of all employees can
8 - also raise employee expectations
. about the extent to which large-scale
ch anges may come out of the results

Sampling

= Typically produces less survey
fatigue in the population because
you are not surveying the same
employees repeatedly

= (ost savings on materials due to
fewer surveys

= (Can sometimes be difficult to
explain fo employees (e.g., how
their opinions can be fairly repre-
sented by someone else)

= Can be difficult for employees to
accept that others can “speak”
for them

is is the final article on the topic of pulse surveys. If you would like to know more about pulse surveys,

please contact Dr. Kris Fenlason at DRC.

the organization intends to use the
data. If the intended purpose is to
respond to a dynamic business envi-
ronment, more than one survey
would be required (e.g., quarterly or
bi-monthly). Frequency of adminis-
tration is also dependent on such
practical aspects as how quickly the
information can be gathered and dis-
seminated to those who need it.

Administration

e two main approaches for captur-
ing employee opinion are either to
conduct a census (all employees in a
specified group or organization are
invited to participate) or to sample (a
subset of employees are invited to
participate). Within the census strate-
gy, every employee has the opportu-
nity to provide his or her unique
input and management interprets all
the responses o ered as the average
employee’s opinion. Within the sam-
pling strategy, not every employee
has the opportunity to provide input.

erefore, the responses of a few
individuals represent the opinions of
the entire group to which they
belong. e pros and cons of census
and sampling administration meth-
ods are displayed side-by-side in
Table 1.

Communicating about the purpose of
a survey and managing employee
expectations about follow-up actions
are part of any successful survey

e ort. When an organization changes
from one method (e.g., traditional
once-a-year survey) to another
method (e.g., pulse surveys), commu-
nication and expectation manage-
ment are particularly critical. If pulse
surveys are being added to an exist-
ing traditional survey, the organiza-
tion needs to be especially vigilant to
ensure the communications and
expectation management are clearly
di erentiated between the two survey
processes.







